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ПРЕДГОВОР
Уважаеми ученици, учители и родители,


Дигиталните технологии са неизменна част от нашето ежедневие. Интернет ни предоставя възможности за обучение, общуване, творчество и достъп до огромно количество информация. Заедно с тези възможности обаче съществуват и предизвикателства, свързани със защитата на личните данни, сигурността в онлайн пространството, критичното оценяване на информацията и етичното поведение в дигиталната среда.
Настоящият „Дигитален наръчник за безопасно онлайн поведение“ е разработен в рамките на проект „Киберетика и меки умения: Флагман на дигиталното образование“, финансиран по програма „Еразъм+“.
Основната му цел е да подпомогне учениците, учителите и родителите в изграждането на знания, умения и отговорно отношение при използването на интернет и съвременните дигитални технологии.
В наръчника ще откриете:
· практични съвети за безопасно онлайн поведение; 
· информация за най-често срещаните рискове в интернет; 
· препоръки за защита на личните данни и дигиталната идентичност; 
· насоки за разпознаване на онлайн измами и невярна информация; 
· полезни ресурси, образователни материали и QR кодове към надеждни източници и инструменти. 
Надяваме се, че този наръчник ще бъде полезен помощник за всички, които желаят да използват дигиталните технологии безопасно, отговорно и ефективно.


Екипът на проекта




[image: ]







[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ][image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
ПОЛЕЗНИ ЕЛЕКТРОННИ РЕСУРСИ
Сканирайте QR кодовете, за да получите достъп до официални национални и европейски ресурси за киберсигурност, дигитална грамотност и безопасно онлайн поведение.

	QR
	Ресурс
	Адрес
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	SafeNet България
	https://www.safenet.bg
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	Подаване на сигнал
	https://www.safenet.bg/bg/report
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	Комисия за защита на личните данни
	https://www.cpdp.bg
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	ENISA
	https://www.enisa.europa.eu
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	Better Internet for Kids
	https://better-internet-for-kids.europa.eu
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	European School Education Platform
	https://school-education.ec.europa.eu
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	Europass
	https://europass.europa.eu
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	European Commission – Digital Education
	https://education.ec.europa.eu/focus-topics/digital-education
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	Digital Strategy
	https://digital-strategy.ec.europa.eu
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	eSafety Label
	https://www.esafetylabel.eu
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SALLUTA HA

JMYHUTE JAHHN

TsouTe AaHHU ca TBOA OTrOBOPHOCT!

IM4HUTE AaHHM Ca BCAKE MHGOPMALMA, KOATO Te
naeHTUdUUMpa ~ UMe, aapec, TeneqoH, UMein, CHUMKM,
YaMnMLe, AOPU M MECTONONIOXEHNETO TH.

KoraTo criopensiMe Tasu MHGOPMaLWMs B MHTEpHET,
MOXe A3 oNagHe B rPewHM pbue 1 Aa Gbe u3non3sara

HenpasoMepHo.
3AMOMHMU!
KOIKOTO N0-ManKo nHa WHPOPMALYR CTIOBENAL OHNH,

TONKOBa MO-CUTypeH cH.

NPAKTUYECKU CbBETH -

Cnopensit BHuMaTenHo!

He ny6nviysaii nvia wiGOPMALAR 33 CeGe CH Wik 33 APYTY X0pa
663 TAXHOTO Cbrnacwe.

BbAH BHUMATENeH B COLMATHUTE MpEXU!
MpodpunuTe T 06KHOBEHO Ca nyGnmHu. Momucnn Koii MOXe na
B WHGODMALIARTA, KORTO CORENAL

He criopensii cHUMKv ¢ MKy AaHHM!
Ha CHAMIt MOTaT £ Ce BIOKRAT aRpecH, yWANMLIKM Ta61a,
~ROKYMEHTH, GHNETH M APy AaHHA.

Ma3n MecTononoxenuero cu!
He cnogenii 8 peanvo peme KbAe Ce HaMpalu M
Kbpe muTyBaw.

BHuMaBail ¢ umeiinuTe u dopmynspuTe!
He NOMLNBait NuHM AaHHU B COMHUTENHY CaifToBe
W & HenosHaTy dopuynApH.

HacTpoii nosepurenHoctTal
T1pOBepREaiA HACTPOIKHTE 33 NOBEPUTEIHOCT B COLMATHUTE MPEXIA
W PUIKEHATa, KOWTO UaNON3BL.

a JMYHN BAHHU
0

KAKBO CA JIM4HU OAHHWU?
+ Ve u pamnin

+ Anpec, TenegoHeH Homep, Uveiin

+ [lara va paxaane

+ Chnmin v Buea

+ Yumnuuie, Knac, U3BbHKNACcHM AGHHOCTU
|+ Mecrononoxenue

+ MotpeGuTencku umexa  naponn

+ [1pyra uH(OPMALIUR, KORTO Te paB Pasno3HaBaeM

PUCKOBE MPU CMOAE/NAHE HA JINYHU JAHHU

Kpax6a Ha caMonuuocT
HAKO MOKE 2 UaNOn38a AaHHMTe TH,
54 na ce npeacrasn 3a Te.

DuHaHCOBM M3MaMU
PakHuTe T MOraT 43 GBAAT UNON3BAHK
33 M3MaMI W HENPABOMEDHI TPAHIBKLIMA.

Hexenano npocneassane

Moxe na 6w cnepeH, Habnionasan
W noKanuIupaH.

KuGepTopMos v 3annaxu
TIusHaTa WHPOPMALIR MoXe A2 Gbae WaNon3BaHa,
32 13 T ce HaBpeau Wi 3annawsa.

CnaMm U Hexenanm cuoblieHus

e nonyasau Moro pewnami, cram
W ChOButeHws oT HenosHaTh.

Q0000

20000

MOMWC/IU U OTrOBOPU H
Kom et vt e 6453 22 CRenAu B iTeprer?
a0 € 6240 8 NasM HaTa O HpOpMA?

Kakeo Moeu 42 HaNpasuiy, Ko HAKD7 NOHCKa T8O
Pt Q2N ONNRIIH?

7

3JTATHO NPABWUIIO

Tpeiyt A cronenwu Hewo ownaiin, CIPK ¥ Ce 3anwTait:

Axo otrosopt e HE — He ro crioaensii u e uxteprer!

LMIUTANEH HAPBYHMK 3A BE3OMACHO OHNAVIH NOBEAEHVE

MA3K JINYHOTO

CroREnsi NI AaHHM CAMO KOTATO € HEOBXOAUMO.
Tlposepyt Kol ¥ Mcka t 3aio.

BWX 1WA 0 Ka3an Ha HenosHar Ha ynuuata?”
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CunHara naposa e MbpBaTa CTbMKa
KbM CUIypHOCTTa TU OHNaiiH!

CUT'YPHW NAPONH

MaponaTa e , KIOYLT* KM TBOUTE NPOGIM, COBLIEHNS,
CHIMKM, 71M4Ha UHOPMALIVA 1 MHOFO MIoBeve.

AKo e cnaba unv niecHa 3a OTraTBaHe, TBOST MPOGWN Moxe
Ra Bbae xakHar.

10 3NATHU MPABWJIA 3A CUTYPHU MAPOJTU
°®
°®
°®
°@
°®
°0

Wanonasait gvnra napona.
Tlowe 12-14 cymeona e npenopuHTeNHaTa ABMHHOHA.

KoMBMHupaii pasnuuny cumeony.
BKAIOUBAIA (N1ABHM 1 MANKW ByKew, UMPPH
W cnewvianiu sHawn (1@ # $ % * & *).

He u3nonsait nuHa uHGopmaLws.

He sKkni048a/i MMeTo Ch, pOXAEHaTa AaTa,
YSMIMLETO, nIOGUMATa CH TPYna M AP.

Wabsirsaii YecTo cpeLwiany naponu.
Maponn Karo 123456, password, querty
woraT g Guar pasbaT 3a cekyHm.

He u3nonssaii epHa u cblua napona.
AKO e MPOGN Gune XaKHaT, BCHK OCTaHanM
e 6wpar 3acTpaueH.

TpoMenHsii NaponuTe ci peRosHo.
Ocobeno ako nonysu cuobuenve 3a
CLMHUTEnHa aKTHBHOCT.

He cnogensiit naponue cu.
[lopw ¢ Hal-RoBpuTe npusTenn.

Vsnonseaih asyakTopHa uneHTHdMKauus (2FA).
Tosa po6aBA AOMLAHUTENHA 3aLUMTa KM Npona TH.

°®
°Q
°®

Wsnonasaii MeHUmKBLP Ha naponu.
Te ChxpaHRBT NapoUTE T CATYpHO U
revepupar mecro Te6.

Wanusait o npownmre cu.
OcobeHo KOraTo U3NON3BAL YYKAO YCTPONCTBO.

€ remernsaconsnnaponn newmepu s onnaponn @)

X 123456 v 2ima2026*Snelinka
X password v Pl@netata_E_Unique!93
X qwerty123 } V' Kafe#Rano&Bagstvos2
X 22123456 v CmuHueHaMope_2026!
X maria2009 v Kniga+Uchene=Znanie7
X iloveyou V' MojataParola_e$Sigurna!

3AMOMHM!

Cnara 1apona u AOBpTE HaBML AeC
npennasear Te6 1 TeouTe AakHM ype!

W 3ALLMTA HA NPOGUNUTE

Cuanah cwnwa napona

[LMMUATANEH HAPBYHIK 3A BE3ONACHO OHNAIH NOBEAEHVE

Hoctun
Paspewey

KAK [1A Cb3[JALIEM CUJTHA MAPOJIA?

Vsnon3saii naccpasa ~ necka 3a 3anomHaKe Gpasa,
Ho TpyaHa 3a OTraTBaHe or ApyrwTe.

TIPUMEP:
[ CnbHueto!lopu_HapMope2026* )

7 7 Y
rnasHn cneuvant rnashy v undpy
Gykem anaun Mankw Bykan

[IBYOAKTOPHA UAAEHTUOUKALIUA (2FA)
2FA M3UCK8a NOTBLPKAEHHE C AOMBNHUTENEH KOR
ocBeH naponaTa ~ HanpuMep KOR OT NPUAOXEHYE
i SMS. Taka Aopu HKoii A 3Hae naponara T,
HAMa fia NONY4M A0CTBN 40 Npoduna.

+ [ -9

Hocren paspewen

Kop or npunoxenme
W SMS.

A KAK [IA PA3BEPELL, YE MPOOUITLT TH E 3ACTPALLEH?

+ MonyiaBaus WMeiinA Wk MBECTAR 32 BXOR, KOWTO He CH NpaBn
+ MpoMsHa Ha NaponaTa Wi AaHHMTe Ge3 Taoe IHakMe.

+ CuoBLIEHUA A0 MPUATENH, KOATO He CH UanpaLLan.

+ Moposputentia akTveHocT & npoguna Tw.

AK0 326IeXL HELLIO TaKOB ~ CMeHH naponara sepHaral
o

CWJIHA MAPOJIA

JbAra + yHAKazHa + Camo TBOA. M3non3eain pasnuina
napona 3a Bcekw npoun.

@ novcrnu orrosopn

Konko fionra e T80Ta napona & MomeHTa?
Vanon3saw 1 eaHa v Culia napona 3a pasnudia npoduna?
Bnouwn Nt it ABybaKTOpHA MAEHTMKaLIR (2FA)?

KaKeo wie Hanpaswu, ako nonysu cuobuiense 3a
CommuTeneH onuT 32 BX0R?

C

Npowensi pegoowo.

Bun owmmarenen

a

Buvoun 24
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BE3O0MACHO U3NON3BAHE
HA COLIMATTHUTE MPEXU

Cnopensii yMHo, 06LLyBait 0TroBopHo! o

CoLManHUTe MPEXY HU CBLP3BAT C NPUATENM, 1ABAT HA BLIMOXKHOCT
Aa CriofiensiMe Maeu, CHAMKU W npexusssanus. Ho 3a aa 6uaar te
onesHu 1 3a6aBHK, e BaXHO Aa 1 u3nonssame 6esonacHo

V1 OTrOBOpHO.

8 MPABUJIA 3A BE30IMACHO MOBEAEHUE
B COLIMATIHUTE MPEXW  --....... k

0 HacTpoiisait nosepuenHocTTa.
TTpoBepU HACTpOTHKATE Ha MPOGBHRA CH 1 OTPaHHM

[BOCTLNa A0 NHATa T MHGOPMALR M nYSIHKALAA.

[ e TpyeMmait 3aBKY 33 MPUATENICTBO BHUMATENHO.

PUCKOBE B COLMATIHUTE MPEXXU -

CriogensiHe Ha NpeKaneo MHOM UHpopMaLws
Moxe pa 6bge u3non3sana cpeluy Teb.

Danwman npoguni
HAKOM X0pa MOe 3 Ce NPeACTasAT 38 ApyTH,

10628 X0P3, KOWTO NIO3HABAL B PEATHUR KUBOT U H KOATO el s

ML gosepue.

o Masvt muHaTa cu uHGopMaLMs.
He crionensii anpec, ymnmue, Tenedow, pasnvcanme

Wi nnakose 3 muTyBare.

[} Mucnu npeau aa ny6aukysavs.
(CHAMKI 1 KOMEHTADH, TYBNAKYBaHM OKNAH, MOTaT A OCTaHaT

'32BMHATYA M 742 NOBNVART Ha PeNyTaUMATa T,

KuGepropmos
(OBWAHM KOMEHTapH, 3aNNax) U MOUTpasKi
MOFaT 4 NOBMVRAT Ha CaMOUYBCTBHETO Th.

3aBUCHMOCT OT BHUMaHMe 1 XapecBanwst
He Tbpcu opoiperue ownaiin ~ Guau curypen
& cee cu u cToiHOCTTa CH.

©0000¢

Henoaxogsiio CuRbpKaHye
[5) bt ysaxuTeneH u nioGeseH. Bramoxo e A2 NonagHew Ha Hacnve,
T KOMEHTapH, KOUTO He HapaHABAT ApyrWTe. Yeaxasait €3UK Ha OMPA3aTa WNu BPEAHY NOCNaHMA.

PA3NAIMATA M MHEHHETO Ha OCTaHANMTe.

P i i y
() G NGNGB/  AOKISABSIA KETORXORALD COHGHUE. (1 01 10 DEATUIDAME PH MTPOBTIEM? ..

AKO BRI OBMAHM, SaMTALMTEAHN WM ONACHH MYGIMKALM —
HOKNABAA 1 Ha TVIATHOPMATA U NOTHPCH MOMOLL.

/' He OTroBapAii Ha 06MAHY WnWt 3aNNaLMTENHH CHOBLLEHHA.
o T A e e e /' 3anasn pokasarencea (chimiw Ha expana).
Te MoraT fa CbALPXAT BUPYCH NV A3 Te OTBEAAT Ha M3MaMHI /' Bnokwpaii notpeurens.
CaiATOBE, KOUTO KPanaT AaHHM. /' [Doknapgait Ha nnatdopmara.
/' Cnogenu ¢ osepen BL3pacTen - pomuren, yten
0 OrpaHitit BPEMETO B COLUANHITE MPEXH. pro—
Tpexapeai 8peMe OHnaii PasyMHO W He N03B0NABAV Ha MpeXIITE He ce npurecHAsait a noTspcuu nowou!
P ————————— )
s W & =\

NPOBEPU CEBE CH!

Koe or Teaw peiicteus e Gesonacho?

MONE3HU CbBETHU 3A POAUTENN

@ Tosoperte ¢ neuaTa cu 3a OHAGIH 6e30NACHOCTT.

(O A) MpHeman BCuuKky 3aRBKW 33 NPHATENCTEO.
O B) Cnopenam agpeca u yuunuwIeTo Ci 8 NPOGuUna.
(O B) MyGnuyeam chimic O BaKGHUMSTa c1 B pearo BpeMe.

@ Vhrepecysaitre ce kaka nnatGoput wanonasar.
@ HacTpoitre 33ea40 NPaBMaTa 33 NON3BIHE Ha COLYANHUTE MPEXTA.
@ Hacvpuasaiire peuata 4a COQeNAT, ako uMaT npoBnem.

O 1) Orpawasam voi ewwaa npouna u nyBnMKaLATE M |

4 RS 2
r 3ATIOMHM! Sl MPEAV [IA NYBJIVKYBALL
Tosa, koero nyGnuyeau skec, Moe Aa Guae sunnvo (Y~ MpoBepy ay AMTOPWATa U Aank NyGAMKaLMATa He PaskpiEa
YTPe OT XWIRAM X0P U A3 OCTaHe B WHTEpHET 5aBuHarH e o s ey
Buau orosopen!
y~—— [106POTO NOBEJEHWE OHNIAH 3
Boau AoLp Macnyweaii v ysawasaii  ©  Mopkpensia npuaTenvte cu, Coobum, akoevauy | 33eAHO NPasuM UHTEpHET
Wysawenen G MeewseroWaspyate He T HapaHAeai Hewo epeaHo 10-206p0 McTo!

n [LINMVTANEH HAPBYHIK 3A BE30MACHO OHJIAVH NOBEAEHNE
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KAK 1A TO PA3MO3HAEM ——
W KAK 1A PEATUPAME?

KunbepTopmMosbT HapaHsiBa. OHaliH TOPMO3bT € peaneH.

Mauesnu!

Y

KABEpTOPMOILT € YMULLINEHO U MIOBTApSILLO Ce MOBEAEHHE B UHTEPHET,
4Pe3 KOBTO Ce HApaHABa, JATUTALLBA W YHIDKBa APYT HOBEK.

Toi MoXe A4a Ce Cy|M HABCAKBAE U 10 BCAKO BpeMe.

Hutkoih He ro sacnyxasa.

KAKBW ®0PMU MOXKE 1A UMA KUBEPTOPMO3bLT? -

NMPU3HALW, YE JETE MOXE [A E

06AHM ChoBuienvs JKEPTBA HA KUBEPTOPMO3 -

Manpaujane Ha 06uaw, 3annaxvi WM HapaHABaLLM

KOMEHTapH B JaTOBE U NMHM CbOBLIeHNS, @ Viarnexna TexHo, TPEBOXHO WnM NOTUCHATO CreA KaTo € OHna/iH.
My6nvikyBaHe Ha yHU3UTENHO CbABPXAHME @ 1567rea a vanonssa Tenedon/komniorsp unk nperapea
PaSNPOCTPaHeNME Ha CHUMKH, BAREa MW WHGOPMALIS, lestitiadiac o el

'KOWTO YPOHBAT AOCTORHCTEOTO Ge3 curnacue.

MakniouaHe 1 urHopupare Crasa paspasHATENHO WnW 3aTBDA EKPaHA, KOTATO Ce MPUBNMKATE.
YMIILITEHO W30UpaHE OT OHNaIiH Py,

opyMy wnw urpi.

®anuwvey NpohUAM 1 UMHTALMS
Cu3nasame Ha aniume PO, 4pea KOWTO ce pasnpocTpaHABaT
UK WM Ce HapaHRBa APY HOBRK.

VIMa G B ySTMULETO Wi He Wcia 13 XORM Ha yunme.

ToBOpH 32 Cee Cit HeraTVBHO MW Ka3Ba, e HYIKOV He O Xapecsa.

Pa3npocTpamenvte Ha cnyxose Crvt HapywieHo, uMa FasoBonue Wk CToMaLLHH Gonkw 663
‘CrIORENSHe Ha HEBEPHM WNM NHI A3HHU 1 CyXOBe, MenuuuHeKa npyvHa.
KOWTO BEAST Ha HAKOTO.

TopMo3 B oHnaiik Mrpu
O6WaN, 3annaxy Wi YHAKEHU 10 Bpeme Ha

oHnaiH urpa. MPAKTUYHN CbBETU 3A BCEKU IEH ----ooovvovvinne
KAK [1A PEATUPAME, AKO CE C/TY4BA? 0 TMa3n HaCTPOVKMTE CH IMIHM.
Orpanut# Kofi MO A3 BILKGA MPOGUA T W KaKBO CrORENAL

o o ‘3anasu cnoKoficTave v uacnywwaii.

MoKaxw, ve BAPBaL Ha AETETO M ! 210 Hero.

2} CuxpaHu pokasaTencrea.

Hanpasu chimin Ha expana (ckpuitnuiorose)

000000

TpyeMmaii npusTeny, KOUTO No3Hasaul.
He QoBassit HenoawaTw xopa.

W 3ana3u cuobienATa. Mucnu npeay aa ny6aukysatu.

) @ Brokvpaii v He oTroBapsii o Tosa, KOETO KasBaLL, MOXe A3 OCTaHe 3aBuHaru.

BOKMpaA U3BLPLIMTENS 1 He Ce BKNOYBaH

Bonfinacs’ OrpaHyuM eKpaHHOTO Bpewe.
o 0 Hoknapsaii. TTpasin NoXMBKy v OTAENAt BpeMe 32 peankien CosT.
M3nonssaii uHcTpymenTuTe 3a curHanuaMpane
Ha nnatopmara. Mopxkpensit ppyrute.
e a i il s arerei) Ao oM O3 - e ce BKoNea.
Kaxu Ha poauTen, yuuten, yuunuwen ncuxonor CurHanuaupaii v 61an CuiosHIK.
Vi o s s,
AKo MMa 3annaxu - NoTbPCH \eicTBMe.
0 () i e s - 3ATOMHM! L
Ha nVHU AarHKW, NORAT! CAHaN B NonAAAT (ren. 112). S ol o i o Lieta o hatanaa
(i KAKEU i ;AI'IPAB;H 'Hm — % He cn BHoBEH/BMH, aKO CU epTEa. it
3 s E * Tosopu 3a ToBa.
Man 3a6en7363, 4e HefiHa CLyNEHUKA ONY262 OBWEM KOMEHTaPH *  Tupcu nomow.
DT e B i P e * 326 Moew 7a cripen Topwosa 8 wieper!
p——
O Al conprcvosyos ko 3,5 i e s, HE OCTABAW CAM
O B) e kaxa Ha ysTen unu pogTen w we A MoAKpen. --
O B e cnorenn ny6nauwara c owe xopa. 3anasu nokasaTencTsa, 6nokupali, AOKNAABaV U NOTHPCH
O 1 Lie 5 urHopupam - He e Mo pabora. ROBEPEH BL3PACTEH.
TMpasunHysaT abop e B. Mopxpenara cnacsisal
\ J
e [NLOBPOTO NOBEJEHUE OHNAWH
L4 s| . N
Buam A06Hp i FoBopH yTUBO. Mogkpensi npumrenuTe cv, | Masw nuaHvTE C1 pakHM 3aeaHo npasyM UHTepHET
waomenes. H e v HapaHAgail, 1 RaHHUTe Ha ApyrUTe. n0-R06p0 MACTO!

n s [AFUTANIEH HAPBYHWK 3A BE3OMACHO OHNAVH NOBEAEHWE
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2l KUBEPCUTYPHOCT HA
MOBW/IHU YCTPOUCTBA

Kak pa 3awutum TenedoHa u Tabnera cu?

Mo6unHuUTe YCTPOICTBA Ca BUHArK C Hac U ChabPXKaT

MHOPO nHHa WHbOPMALWA. Manki CTBMK AHEC = ronsma

curyproct yrpe!

KAKBW CA PUCKOBETE?

3nospeneH copryep (malware)
BUPYCH Y MpHAOAX@HIAR WINVOHY MOTaT A2 OTKPaAHAT
BaHHY WA 1 NOBDEST YCTPOTCTROTO.

Hefesonacku Wi-Fi Mpexu
MyBnusHuTe Mpexu MOraT pa GwRaT Manonssa sa
nonchywBaHe 1 KpaXGa Ha UHPOPMALIAA.

DuHE U UsMaMn
anuuen cuoBuenn U caifToBe ce ONUTBaT A2 RoRyAT
[AOCTB A0 NAPONM 1 LM AHHM

Pickosu npunoxeHms
TIDUAOKEHIA OT HENOSHATI USTONHALIN MOTAT 8 CHBXAT
CKPUT KOR 1 A3 CHEMPAT AaHHM.

Criorenste Ha mecrononoxenme
TloCToRHHOTO CrogERI Ha NOKaLYAR MoXe A3 PaskpHe:
KbRe Ce HaMpaTe B peanHo apewe.

X+ No k) K

HACTPOIKY 3A CUTYPHOCT - IPOBEPH CETA!

AsToMaTMHO 3aKNIOUBaHE Cen 12 MiHyTI.
Axveupario sakniodsate Ha SIM kaprata ¢ MH.
Winbposare Ha AaHHMTE (BKNIONEHO MO NoRpasBUpaKe Ha
noseero ycTpoiicrea).

Mskniosenn Bluetooth u WiFi, koraTo e rv wsnonssa.
ATvBupaKa byHKLNA ,Hamepu MOETO yCTPOICTEO".

PeposHo npoBepsBali CeLp3aHKTe YCTPOVCTEa M Cecm.

A0Q 000

KA3YC - KAKBO BUX HAMPABUIIA TU? -

Monyuasau ceobiuenme: ,Mesenu Hos Tenedont
Ko Tyx, 3a 88 nonysimu nogapuia cu.*

Kax we nocrunuu?

O A) Knaweam eaaral Xapeceam Harpam
O 5) Ue nomrram npusten zan ¢ sapro.

O 1) Ule nopmuna — warnexaa NoRopUTento.
Mpasunmusr n3op e: B u I.
HUKOra He IIMKBal Ha IUHKOBE OT HenosHaTH MaTouHMML

BbP3Y CbBETU 3A POAUTENN -

FoBopere ¢ AeuaTa ci 3a puckoBere oHRaiH.
Hacrpoiire pOATenciy KOHTPON 1 WM 3a CuTspXaHMe.
3HaifTe KOM NPHNOXEHWA MANONIBAT U € KOTD KOMYHUKIAPT.
[laiire A06wp MPAMEP Ch COBCTBEHOTO G NoBeReHME.

tl't.

A4

Buan noSep

w ysamuenen

Fosopu yuTuso.

O B) llie nposeps caiira v nogaTens, npew A kKA.

J.'lOEPOTD MOBEJEHUE DHHAMH

Mogkpensia npuATenvre cu,
He v Hapanaeai.

~ BMPUTANEH HAPBYHMK 3A BESOMNACHO OHIAIH NOBEAEHVE

5,
=

10 3JTATHA NPABUJIA 3A CUT'YPHOCT
HA MOBWJTHO YCTPOICTBO -

Mianonasaii cunkia napona wnw MVH Koa. Brniosn GuomeTpro.
3aKNIONBAHe ~ NPBCTOS OTNEYATL WM PASNIOIHABAHE Ha e,

[IpLK OMEpALIOHHATa CHCTEMA W NPANOKEHIATA BUHATY aKTYIHA.

MsTernsii npunoxenvs camo ot oduuvianti marasusin (Google Play,
App Store).

TpoBepaali KaKaH PasPewIeHIR 1ICKA BCAKO MPWTIOKEHME 1 OrpaHNM
HeobxoumuTe.

He ce cavpssaii ¢ HenosHat Wi-Fi Mpexu. Manonssa mobunsu
BaHHY, BKO € BLIMOKHO.

By sHmMaTenenfia C IMHKOBE B CbOGLIEHI 1 UMEiinM — He OTBapAit
NORO3pUTENHN BpbIM.

He CriORensii NPEKANIEHO MHOTO MH4HA MHGOPMALIR M CHIAMK OHNATH.

Mpasit pesepeHit KONUR Ha BIXHMTE CU A3HHN PEAOBHO.

600 © 6 0 000 ©

AKo aryBULl YCTPORCTBOTO €1 — Wanonasait ywkuwsTa , Hamepu
MOETO YCTPOTCTBO" 1 MpOMeHY naponwTe .

BKnI0w AByGaKkTOpHa aBTeHTMKaLMA (2FA) HABCAKBAE, KBAETO € BH3MOKHO.

NPAKTUYHUN CbBETU 3A BCEKU AEH

Peaepani konus

TpaBi1 Gexun Ha CHYMKW, KOHTAKTH M BaXH Gaiinose B onaK
i Wa BHeH HocuTen.

(O]

Mect Gatepus u AaHHM
Vianon3saii Tomen pexui, WaKIIoHBat USBECTUATa, KOWTO He ca
Baxoim.

Masw nuuHoTO ci NpocTPaKcTaL
He ocrasaii Tenedona ci 63 HABSOP 1 He AABaIA OTKNIOHEH Ha ADYTW.

TNouucteaii peaosHo
MISTpHBait HeHyXi MPWIOKeHIR, Gaiinose n Crapw akayHT.

Buau Hawpex
A0 336N L HEWLD CTPaHHO ~ USTOLLIEHa GaTepus, HarpABaHe,
HeoBafiHu ChOBLLIEHWS ~ NPOBEPM HACTPOTKATE Ci.

0
©
(4]

CHrYPHOCTTa Ha TeneoHa = CUYPHOCT Ha AMSHATE T RaHHi.
Mucnu npeau aa KnukHew!
AxTyanuaupait, 3akniousai, nposepAsal
Teoero yCTPOiiCTEO ~ T80RTa OTTOBOPHOCT.

W BATOMHU! <
.
*
*

s ”
o 3ALLUTU YCTPONCTBOTO

AKTYann3upai, 3aKIoNEail U W3NON38aIl HAAEHAHN NDUNCKEHWS.

Mlasw nusure cn aanHm
W panwwTe wa ApyruTe.

3aearo npasw unTepHeT
Po-06po tAcro!
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GANILLUBU HOBUHH
A- 1 AE3UHOOPMALLUA

»Hayu4u ce da pasnosxasaw ucmuxama oxnaiiH"

BCeKw ieH B UHTEPHET Ce CMOAGNAT MASMOHY HOBMHH,
HO He BCHUKO, KOBTO YeTeM, e UCTHHA. DanwimeuTe
HOBMHM W Ae3MHbOPMaUMATa MOraT Aa HY NoaBeaar,
2 HM M3TLXAT WM A3 HU HAKapaT fia B3eMem
TPewHy pewenys.

@
@

(2]
o

0 KAKBO E ®AJILLMBA HOBUHA?

®anwnBata HOBUHA € HEBAHA WM NOABEXALLA
MHGOPMaLWs, NPEACTaBEHa KATO UCTUHa, C Uen fa 3a6nyaw,
MaHUNYNIMPa WM NPER3BUKa CUMHM EMOLMI

(rHsiB, cTpax, U3HeHana).

Jle3nHdopMaLUaTa e YMULWNEHO Pa3npocTpaHeHue
Ha TbXa UK noaBsexaaLLa MHopmaums.

HOBWUHU JHEC

YyeHu oTKpuxa nek
3a Bcuukm Gonecr

M)

COUMATHA Mpexcy

KAK [1A PA3MO3HAEM ®AJILLUBA HOBUHA?

MpeKaneHo ceH3aUMOHHO 3arnaBue — YecTo M3NoN3sa
FnaBHy GyKeu, YAUBATENHU 3HALM M WOKAPALLM AYMM.

Jlunca Ha M3TOUHMK — HAMA NOCONEH aBTop,
'RaTa WM MHK KbM OULMATIEH UITOMHHK.

Hesichn nnm 06wy TBbPAEHMS — 663 KOHKPETHU
AeTaiinu, wicna v GakTh.

CMHUTENHM U30GPaXEHHS — MOTaT A3 ca CTapH,
M3B3leHN OT KOHTEKCT UM MaHMNYAMPaHM.

LenTa e ga npean3snKa eMOUMA — CTPaX, THAB MK
BbaMyLLieHMe, 3 [1a HU HaKapa A3 CMIOAGNUM 6E3 3 MACM,

@ 5 CTBIIKM 3A MIPOBEPKA HA MHOOPMAUMSTA [l 2@8 550 en o ok Tk ATA

NIPOBEPH M3TOYHUKA
Ko e asTopr? Hanexaen caiir i e?
Vma 14 KoHTaKT, WHGopMALA 32 peRaKLMSTa?

oQ
e g
o &

NPOYETH LANATA CTATHS
He ce noseprBait camo Ha 3arnasmeto.
TIPOYETH BHAMATENHO CHILPXEHHETO.

NIOTEPCH NOTBLPKAEHHE
MpoBepH Ranw Chuiara HOBAHA & nYGAUKyBaHa
B APYTU HAREXAHN MMM WNK CaliToBe.

MIPOBEPY JIATATA
BL3MOXHO € HOBWHATa £ € CTapa W seve
Ra e e akryania.

W3NON3BA/ PA3YMA CU
AKO Hewo 384K Tebpge XyBa80 Wi nnawewo,
32,32 € UCTHHA — BEPORTHO He € UCTHHa.

©

M3BECTHa aKTpM1Ca NOYMHa B TeXKa KatacTpodal”

Tasu HOBMHa Ce Pa3NpPOCTPaHABa 6bp30
8 CoUManKUTE MpeXH. MHOTO X0pa A CrogensT,
6ea 5a nposeps.

Kaxso Moxem fa Hanpasum?

Jj Nposepasame 8 odunanuTe caiirose
Ha TONEMHTE HOBHHAPCKA MR,

(& Moseprsavie npogumre a akTpucaa -
HAMA M CKOPOLLIHM NyBNMKaLAN.

(& Vanonzsame Tpcaska K008 AyMA ~
HOBUHTa He Ce NOTBLPXKAABA HUMKBAE.

Peaynar: Hosuwara e danumeal AKTpUCaTa e Xiga
@ Ny6TIAKyBana BUAGO HAKONKO Yaca No-KBCHO.

3ANOMHM!

« He BApBai Ha BCHYKO, KOETO YeTell OHnaiH.
« TpoBepaBai WH(OPMALIATa, NDEY £a A CORENML.
TV HOCHLI OTFOBOPHOCT 3a TOBA, KOETO Pa3NPOCTPaHABaLL.
« Mcrunara e saxHa ~ Gbau 4acT ot peweHwero,

e or npo6nemal

MPOBEPU NPEAUN OA CMOAEANLL

Mposepy asTopa, AaTaTa 1 U3TOuHWKa. CpasHi
UH(OPMALVIATA C OLLE EAVH HALXAH M3TONHUK.

AVUTUTAJIEH HAPBYHMK 3A BE30MACHO OHJIAMH NMOBEAEHMUE
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* OHJIAWH U3MAMHU

N OULLKHT

,»bv0U nodozpumeneH, 3a da cu 3awumen*

M3MaMHUUMTe Ce ONUTBAT 43 NONYYAT IMUHUTE TH AaHHU

WM Naph 4Pe3 oX 3267y, DULIAHIET € eauH oT
Haif-uecTo uanon3saHMTe MeToau. MoaHasai cxemuTe
W Ce Naam - HeKa He CTaew Xepreal

-
0 KAKBO E OHJIAWH U3MAMA?

OHNaiH M3MaMa e ONUT HAKOIA Aa Te 3a6/1yV B UHTEPHET,
33 4a NONYY NKUHA MHGOPMaUWs (NoTpeBuTenciku uMewa,
Naponv, AaHHM OT KapTH) WAk NapH.

OUIWKMHIBT e BUA M3MaMa, NPU KOATO NoNyasal
banumeo cuobuienute (umeiin, SMS v cuoblueHie B
CouManHa Mpexa), KOETo M3MeXAa KaTo OT AoBepeHa
OpraHy3aLMs, HO BCHILHOCT He €.

\ J

=)
©
(2]
o
o

BAHKA

Moravpgere
Aasnte cu, 32 ga

BHUMAHME!
Bb3aMoxHa uamamal

http://bit.ly/xyz123

ECTWU BULOBE OHJIAMH U3MAMU

@UWMHT UMeinK U CbobLueHNs
TOAKAHST Te fa KNMKHELL Ha NMHK 1 A2 BbBERell AaHHU.

Danwnsm oHNaiH MarasuHu
TpepnaraT CTOKH Ha HEPEANHO HCKYA LIEHu, HO He A0CTABT HLIO.

W3mamm B counantuTe Mpexu
Danwmen OGN MCKaT NApK MK NHIHa MHGOPMALNS.

JHyROREiHM" ObepTH U Harpagn
OBeL1aBaT HArPaAH, HO BCHIIHOCT UCKAT AGHKM WAV NAALIaHE.

TenedonHu usMamu (vishing)
VIaMaMHALIA Ce MPACTABAT 30 CnYXUTeNM Ha BaHKA I UHCTHTYLAM.

() s cronsnsaunmno w28 o or eactars

MPOBEPSIBA MOAATENS

BuHaru nposeprsali uwedn anpeca

W HoMepa na iogaens. He ce Aosepasaii
Ha HENOSHATM aAPECH W TPEUIKH B UMeHaT.

HE KIIMKBAV HA JIMHKOBE

He KUKBa/i Ha nMHKOBE B CLOBLEHHS

M MMEFinW, 3KO He CH CHrypeH B nogaTens.
Minum peawo anpeca 8 Gpaysbpa.

(1 |
0 §
© a

oG
e A

HE CMOAENAA NIU4YHN AAHHU
Hukora we cnogensii naponw, MH xogose
WK AGHHA OT 62HKOBM KaPTH OHATHH.

TPOBEPSIBA N0 [IPYT HAYMH
AKO nonyuMuI CLOBILEHHE OT GaHKa Wi WHCTUTYLMR,
CBLPKY Ce ¢ TAX 4pe3 OpHLMaNeH TenedOH wnw CaiT.

CBOBILABA/ P/ CbMHEHME
AKO Ce YCHMHMU B M3MaMa - KaXH Ha Bb3paCTEH
WORaiA cUran Wa CvoTBeTHATA NNATdOPMa.

Masin ce avec, 3a Aa He coxansiBau yTpe!

3ANOMHM!

 MHTEpHET & TbiieH C BBIMOXHOCTH, HO M C pUCKOBe.
« MHCIH KpUTIHHO W He BB/ Ha BCHYKO.

« MNposepABa, NPeAn Aa KNMKHEW WK A3 CMIOAENNL BaHHU.
« MCTUHCKWTE OpraHW3aLM HHKOra He WCKAT Naponin
n YH KoROBE N0 WMelin Wk Chobuiekve.

O support@secure-pay-bgcom
Bo: Tes
Tewa: Mpo6nem ¢ awaywra

3npasedre,

Kak aa pasnossaem usmamara?
(& Aapecw e nonospirenen

(support@secure-pay-bg.com
He e ofuuanes).

3aenasawe nozospuTena aemocT

70 saumn axaywr. MoTawpaere AasTe
4,32 ga wabernere Gnokupane.

Kvonere vy hpsecure-pay-bg comveciy

Vma crewnocr u 3annaxa
(,mabernere Gnokupane”).

Q

JIHICST U3TNIeXAa UCTHHCKH,

Q

3 HO He & oMuManeH caiir.
p—
ot va e oy p)\\“'\‘ (& Voxar rsa gavon spes .
C
= B masare
/AKO HEW|O HIMNEXAA NOROIPHTENHO ~
sepomnio s v

CTON HA U3MAMATA

Mposepu nogaTens v aapeca Ha cairta. He
BBBEXAaV NAPONM C/IeA NOROIPUTENEH NMHK.

AUTUTAJIEH HAPBYHUK 3A BE30MACHO OHJIAMH MOBEQEHWE
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W3KYCTBEH WHTEJIEKT -
Bb3MOXHOCTH U PUCKOBE

»N3nonseaii yMHo, Muciu KpumuyHo!*

0
5

WakycaenmsT unTenex (MM) Moxe fa Gbe TBOM NOMOLIHUK
B yUeHETO, TBOPECTBOTO U 3a6anenueto. Ho KakTo Bcaka
TexHonorus, kpue v puckose. Hayuw ce aa ro uanonssaw

rioe3Ho 1 Gesonacko.

0 KAKBO E U3KYCTBEH WHTENEKT?

WM ca KOMNIOTBPHM MPOrpaMy, KOUTO MoraT Aa ,MUCAAT",
/A yuar, aa pa3bupar v 4a Cb3aBart CbAbpXaHue — TeKCT,

KapTUHKW, My3UKa U Ap.

TIpMepH: 4aT60TOB, MPEBOAAYH, FEHEPATOPH Ha TeKCT
W M30BPaKeHUS, BUPTYaNHi aCHCTEHTH.

b i fans

A PUCKOBE W OMACHOCTH

Herouna unu nogsexaaia uxopmauma — UM moxe ga
FPewWM WA fa uIMMCA dakT.

3aBUCHMOCT ~ NpexaneHoTo pasiTane Ha U Moxe
1 Hamank COBCTBEHOTO MIACTEHe ¥ YCuTs.

TloBepHTenHocT ~ He cnogensih Ay AasHu!
UV CHCTeMATe CLGPaT H CH¥paHBaT WbopHaLIs.

Manwnynauyan — WA Moxe 22 Co31asa danumei aoSpaxenvs,
82e0 WM TexcTOe (deepfakes).

ETW4HM BBPOCK — HEACHO € KO/ HOCH OTTOBOPHOCT
3a pewersa Ha M.

3ANOMH#M!

+ UM moxe fa noMara, Ho He € Bee3Haell,

O IR S

« lpoBepABat, MUCNH, 3alLIHTaBail NMYHUTE CH AAHHH.
« Wanonasait MV ymMHo, 0Tr0BOpHO 1 eTHHo!

TAJIEH HAPBYHUK 3A BE30!

@ A nowown

3apaseii! Kak mora
a noMorxa?

3agait sunpoc.

Momara 8 yueHeto — o6AcCHABa TpYAHH TeMw, 383 Waew,
nomara ¢ IOMalHK.

Moakpens TBOPYECTBOTO — CL3AaBA UCTOPUK, KAPTUHKM,
My3UKa, NPOeKTH.

Cnectsiga BpeMe — NPesexaa, ThPCH MHHOPMALWS,
‘OpraHyaupa 3again.

BocTereH e no BCAKO BpeMe — 6bp3a OMOLL U OTFOBOP.

ly B\
@ MPAKTUYECKH CbBETU

Mposepisait mpopmasTa o UV ¢ ApyrH WsTOSHMLI.

@ Manon3sait UM KaTo noMOLLHMK, a He KaTO 3aMecTHTeN Ha TBOS TPYA.
& He cronensit nvkv AakHM (MMe, agpec, Naponk, CHUMKH).
& B KpUTUEH — MICT CaM 1 33AABaiA BLNPOCH.

& Yeawasaih ervara — vsnonasait UV OTTOBOPHO U C yBaXEHHE KeM ApyTUTe.

3natHo Npasuno: UM e MoWEH MHCTPYMEHT,
HO TV C¥ TO3W, KOWTO M36Mpa KaK Aa ro M3non3sa.

V3MON3BAW UM PA3YMHO

He crionensiii st Aarku ¢ UM 1 Bukaru nposepssain
noNyHeHMTE OTFOBOPH.

HO OHNNAVH MOBEAEHME
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TNIABA 12

ABTOPCKO NPABO B
W AUrMTAJTHA ETUKA

»Yeaxcaeali mpyda Ha dpyaume
8 dueumanHus cesm!“

& Mwrain

& Mposepssai

[ Crogensin

B MHTEpHET BCHUKO MIMNEXAa CBOBOAHO AOCTBITHO, HO HE BCHIKO oTroBopHo

MOXe A3 Ce U3non3sa 6e3 paspewenvie. Ysaxasaii agTopckUTe
Npasa 1 6bu eTuueH oHnaii!

MPABUJIA 3A IUTUTAJIHA ETUKA

0 KAKBO E ABTOPCKO MPABO?

BbAyn yBaXuTeNeH — He 06wKaa, He HApaHABal W HE YHWKABal OHNaNH.

ABTOPCKOTO NPaBo 3alMTaBa TBOPEHUATA Ha XOpaTa — TeKCToBe,
AN YECTeH — He Kpaay YYKAO CHALPKAHUE  He Ce NPEeACTaBAI

CHUMKM, My3¥IKa, BUAO, COBTYep, NPe3eHTaLuM 1 Ap. 0 aabe

To nasa Ha aBTOPa M3KNIOYUTENHOTO NPABO A3 PewwaBa Kak BbAK 0TroBOpeH — micu npeay Aa ny6nMKkyBaw W Criogens.

NIPOU3BEACHHETO MY L@ CE U3NON3Ba.
Bbav A06bp Npumep - nomaraii 3a cbapasae Ha NO3UTUBHA
1 GesonacHa oHnai cpena.

q o

A KAKBO HE E J0NYCTUMO? Q KAKBO [IA NPABHLL?

€ Konupai rexcrose, uso6ipaxenws, Myauka wn swieo 6e3 paspewene. W3non3sait CbAbPXaHHUe C AMUEH3 Wk CBOBORHO 3a NoN3BaHe

(nanp Creative Commons).

€)' Cronensii nwparckn dwnmw, My3uka, coryep Wi K.
& Mocousaii M3TOuHMKa, KOTaTO MINON3BAL HX(EA UHGOPMALUA.

€ Npucaossaii wyxaa waes u 3 npecTassii Kato Caos. @ Nuraii 3a paspeienvie, aKo UCKaL f12 M3NON3BAL HYXEO CLLPXAHME.
€9 y6rysali nvhin B2k W CHAMKH Ha ApYTY 6e3 chrnache. @ Cvanasaii cobcTaeo ChABPXANHE U CIOAENSA WIEH OTTOBOPHO.
€ Pasnpocrpanssai danimea i BpesHa wHpopMALS. (& 3auwwTasait nMuHUTE CY RaHHY M YBAXEBAT YyKATE.
L4 4

3AMOMHHU! ° Cb3/1ABAI C YBAXEHUE

O A Tlocousaih asTopa, 3N0N38alt ChABPXakHMe C pa3peLseHte 1
1 yBaxasait uyxans TpyA.
« ETUSHOCTTa OHnali Te rpasi 1o-06p woseK.

« Crogen, Ho ¢ yBaxeH#e  oTroB0pHocT!

3HAELL JK, YE...
@5 o 63

Myaukara, Koo caywau, CHUMKWTE B UHTEpHET YecTo CodryepsT uma amuens. CnoaensHero Ha nupaTcKo
€ Cu3anena or aeTopH, ca sauenu. anonseai camo Wsnon3eaii nerans nporpami CHABPKAHHE & He3aKOHHO U
~KOMNOSMTOPH U MaTNHATENH. ‘Takwea, 32 KOWTO UMalu paeo W yeaaeai Tpysa Ha BpeIV Ha 3BTODHTE, KOWTO
Te umar npaeo ga pewasar WM KOWTO Ca cBo6oaHH

codryephuTe paspaborunum. €a BNOXWAY TPYA U CPeACTBa.
KbAle 1 KaK ce u3non3sa. 3a nonseare. i el

ITAJIEH HAPBYHUK 3A BE30MACHO OHJIAMH NMOBEAEHUE
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00311049 » ,KubepeTuka u Mekm ymenus: GniarMaH Ha AUIUTANHOTO 0Bpa3oBakHe"

10 3J1IATHU NPABUJIA

3A BE3OMACHO MOBEJEHUWE OHJTAWH

Cnepgaii Teau npasuna BCekM fieH, 3a Aa Gbaeww 3awmTeH, HGOPMMUPaH 1 OTroBOpPeH
B AUrUTanHus casr!

NA3M IMYHUTE CU He criopensii umeTo cw, aapeca cu, Tenedora cu, napon
DAHHU WNM Apyra Mn4Ha MHOPMALVA B UHTEPHET.
BB/ BHUMATENEH Mpuemait NpUATENCTsa U CLOGLIEHNS CaMO OT Xopa,
C KOTO OBLUYBALL KOWTO M03HaBALL B PEANHIR XMUBOT.
M3MON3BAV CUNHM Cu3pasait Naponu oT GyKeM, LMGPM 1 CUMBOAM 1 He T cnoaensii
NAPONH C HKOTO. TPOMEHSA T PeaoBHo.
MPOBEPSIBAI He BsipBaif Ha BCUUKO, KOETO YeTelw oHnaiiH. Mposepssat
WH®OPMALIMATA M3TOYHMKa U THPCU NOTBBPIKAEHME OT APYrY HAAGKAHN UTOHHNLIM.
BBV YBAKMUTENEH OTHacsii Ce C yBaxeHHe KbM ApyruTe oHnaiiH. He oGixaali,
W JOBbP He 3annalwBaii U He PasnNPOCTPaHABail HEraTUBHO CbAbPXKaHUE.

HE OTBAPSIA TIOLO3PHTENHM Te MoraT fla CbABPXAT BUPYCH WA Aa OTBEAAT O

JWMHKOBE U MPUKAYEHM OAWIOBE |  dpanwumem caiitose.

W3TErNSAA CAMO OT W3Ternsit NpUNOXeHUs, Urpi U NPOrpamiu Camo oT odULMANHN
HALEXAHW U3TOYHULIM MarasuHu u caitose.

YNPABNISIBAY BPEMETO Mpexapsaii 6anancuparo Bpeme B HTepHeT. Mpasy NoumsKk
CV OHNAVH Vi oTAENSiA BpeMe 3a APYTU ACHHOCTH.

HACTPOVIBAI MPABWHO |  W3nonssait HacTpoiikuTe 3a NOBEPUTENHOCT, 38 Aa KOHTPOAMpAL

© 0600 00 6 000

MOBEPUTENHOCTTA Kol MOXe A3 BUKAA TBOR NPOGHN 1 CHABPXAHME.
NOTHPCY MOMOLL, AKO NONaaHew Ha HeNPUSTHA CUTYaLWs WK ChAbPXKaHHE,
TIPM HYXKA KOETO Te MPHTECHABa ~ FOBOPH C Bb3PACTEH, Ha KOTOTO BAPBALL,

M MOTBPCH NoMouY.

HE 3ABPABAII! =
TBOSTA CHIyPHOCT OHNAIAH 3aBMCH OT TBOMTE 3HHWS, YMEHUS M OTFOBOPHM AGICTBMS.
Bbavt UHGOPMUpaH, GbAN BHMMATENEH, Gbav A0GHP — OHNalH U odnaiiH! R | o
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NMPUNOXXEHUE Ne 1

NMOJIE3HU PECYPCU N QR KOO OBE

AuruTaneH Hapb4HUK 3a 6e30nacHo OHMaliH noBeAeHne

CKaHupainTe KogoBeTe C KaMmepaTa Ha MOBWIHOTO YCTPOMCTBO. Bcekn QR KOA BOAU AMPEKTHO KbM
ocbmuvaneH HaLnoHaNeH U eBponenckn pecypc.

HauuoHaneH ueHTbLp 3a 6Ge3onaceH UHTEpPHET

CoBeTu, 0byyeHns 1 nomouy 3a 6e3onacHo 1 0TrOBOPHO M3Mosi3BaHe Ha
WHTepHeT.

Appec:
https://safenet.bg/

MNMopaeaHe Ha curHan - SafeNet

MofaBaHe Ha CUrHan 3a BPeAHO, HE3aKOHHO W/ OMacHO OHNalH
CbAbpXaHWe N noseaeHMe.

Appec:
https://safenet.bg/podavane-na-signal/

KoMucKsA 3a 3aluMTa Ha JIMYHUTE OaHHU

Ochuumanta MHGopMaLMs 3a 3ali1Ta Ha IMYHUTE AaHHK 1 NpaBaTa Ha
rpaxgaHuTe

Anpec:
https://cpdp.bg/

ENISA - AreHuus Ha EC 3a kubepcurypHocTt

EBponeiicku npenopbku, nybnnkaumum n nobpu npakTuku B obnactra Ha
KnbepcurypHocTTa.

Appec:
https://www.enisa.europa.eu/

BCYKY KOOBE Ca CTATUYHIN 1 BOAAT AUPEKTHO KbM MOCOYEHUTE oduLMantn caiiTose. Mposepern kb 30.07.2026 r

16 LUNAP - LienTbp 3a paboTa ¢ Aeua - Mnesen
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KAKBO NMPEJICTABNABA

[UTUTANTHATA TPAMOTHOCT?

.[1a 6bJieM yMHH, OTFOBOPHU M CUrYPHU B AUrUTaNHWS CBAT" y

[luruTantaTa rpaMOTHOCT € CBBKYMHOCT OT 3HaHWS, YMEHUS 1

Harnacy, KOMTO Hu NOMarar fa u3non3same 6e3onacko, ehekTuBHo

11 OTFOBOPHO CbBpeMeHHMTe TexHonoruu, Ta He ce MsuepnBa ¢
YMeHUeTo 1 PaBoTMM C KOMMIKOTBP MM CMapThOH — BKIoYBa U
CocoGHOCTTa Aa OLeHABaMe MHGOPMaLVATa KPUTHUHO, Aa 3alumTaBaMe
NM4HIUTE C1 aHHM 1 3 0BLLIYBaMe ETUUHO B UHTEPHET.

B cbBpeMeHHOTO 06LLECTBO AMrUTaHaTa FPAMOTHOCT € CPes KIKoHoBHTE
KOMMETEHTHOCTM 3a yueHe, paBoTa 1 akTUBHO yuacTHe B obLuecTBeHNs
KVBOT. Beeku fieH M3ron3same HTEPHET 3a 0ByueHue, KOMyHUKaLS,
nasapysaHe, GaHKipaHe, PaseNiedeHvts U 4OCTBN [0 PasnvuHK yCyriA.
WMenHo 3aT0Ba € BaxHO Aa N03HaBaMe KaKTO Bb3MOXHOCTUTe, Taka 1
PMCKOBETE Ha OH/TaiiH CpefiaTa.

L}

PABOTA C OHJIAVH Cb3[ABAHE HA
MHOOPMALIMS KOMYHUKALMS BUrUTASIHO
CbAbPXAHUE
YMetvieTo g THCHM, Besonacro M ysaxumento  MapaGoTsare Ha Texcrose,
HaMupame, OLleHABaMe: 06luyBaHe ype3 Npe3eHTaLM, N306PKEHNS,
M u3nonIBame HapexaHa eneKTpoKHa nowsa, BWAEOKNMNOBE U APy
wdopMauva coupanHu mpexw, AUTUTanHm MaTepuani
oT uHTepHeT. ar nnaTopw M npu caseake Ha
BUREOKOH(epeHTHN asTopcuTe npasa.
npUOKEHUR.

3AMNOMHETE!

[MruTanHaTa rpaMoTHOCT He 03HaYaBa caMo Aa yMeeM Aa
w3non3same TexHonoruu. Ts 03HauaBa A rv u3non3same
PasyMHo, 630MacHO ¥ OTTOBOPHO.

METTE OCHOBHU OBJIACTU HA IMIUTAJTHATA TPAMOTHOCT

° [AVIUTAJTHO FTPAMOTHUAT YOBEK:

+/ M3n0N38a MHTEpHeT Be3onacHo;

V/ 38lTaBa NMUHATE C1 AaHH;

+/ Cb3naBa CUrypHi naponu;

+/ NpoBEPABa IOCTOBEPHOCTTA Ha MH(OPMALIATa;

+/ pasnoHasa OHnaitH MaMamu;

+/ yBaxaBa oCTaHanuTe noTpebuTent;

+/ V3101383 TEXHONOMMUTE ETUYHO U OTTOBOPHO;

V/ yMee [1a M3NO3Ba AUTUTANHM MHCTPYMEHTH
3a 0byueHue, pabota v TBOpUeCTBO.

BE30MACHOCT

5]

PELLABAHE HA
MPOBJIEMUA

N
’@‘

Manonssare Ha
TexHonorvuTe 3a
HaMVpaHe Ha peweHus,
YCBOsBaHe Ha HOBM
3HAHYIA 1 3paNTUpaKe
KoM HOBM AT MTanH
VHCTyMeHTU.

3aura Ha nnHuTe.
RaHHY, yCTpOiiCTBaTa,
npodumnuTe n
AvrvTanHata
MAEHTMYHOCT.

MONE3EH QR KO

Ckanwpaiite GR Kopa,

33 2 HayuWTe noBeve 3a
AMrWTanKaTa rpaMoTHoCT
W 6esonackoto uanonzsane
Ha uHTepHer.

[MUTANEH HAPBYHMK 3A BE3OMACHO OH/AYH NOBEAEHVE
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3ALLIO E BAXHO

BE30MACHOTO OH/TAVH NOBEJEHHE?

WHTepHeT e yynecHo MACTO, KOraTo 3HaeM Kak
Aa ce nasum!

VHTepHeT H AaBa HeOrpPaHN4EHU BL3MOXHOCTU — Y4uM, obLuyBame,
3abaBnsiBame ce, TbPCM UHHOPMaLIUA 1 CrIOAENAME Uaeu.

Ho oHnaitH cpepiaTa Kpue 1 puckoBe, 3a KOWTO Tpsea aa
6baeM MHPOPMIUPaHN 1 MOATOTBEHN.

3ALLIO E BAXHO /1A CE MA3UM OHJAVH?

3auuTa Ha IMYHIUTE [aHHN

JnyHata HdopMaLma Moxe Aa Gbae U3nonssaHa
HenpaBoMepHO 1 fa floBefe A10 CepUo3HM NpoBAeMH.

MpepnassaHe 0T U3Mamm 1 3noynoTpetn

(OHnaitH M3MaMHULMTE MOraT a Bi NoaBeaar, 3a Aa
onyT NapW W A0CTLN 0 BaWLMTE NPoGUAM.

MpepotepatABaHe Ha TOPMO3 U 06UV

KuBepTopmossT Moxe Aa HapaHM |yBCTeaTa U fa
NI0BAMAE Ha CAMOUYBCTBUETO U MICHXVSHOTO 3Apase.

OnasBaHe Ha penyTauusTa

Tosa, K0eTo NyGNVKyBaMe [HEC, MOXe fia oBnMRe
Ha Bb/EILIETO HU — B YUMIULLE, NPU KaHAMAATCTBaHE
38 paBoTa U B NM4HMA KUBOT.

YnpaBneHue Ha BpeMeTo
e30nacHOTO OHNaliH NoBe/eHYe HY NoMara Aa

WaON3BaMe BPEMETO CU pasyMHO 1 6anaHCHPaH.

KAKBO MOXE [1A CE CyuH,
AKO HE CE MA3UM?

JnynuTe By AanH Morat pa
6bAT OTKPAAHATM WA M3NON3BaHN
6e3 Balwe paspeweHme.

Moxe £a CraweTe Xeprea Ha uamava
W 5@ 3aryGuTe NapH W ACCTBN
RO BaXHA YCRyTH.

WM TOPMO3eHM OHTaliH.

OHnaliH KOHMKTU MOFaT 72 AOBERAT
R0 CTPeC, TPEBOKHOCT U 3ary6a
Ha poseprte.

sJols Jo)

Bcaka Halwa CTbiKa OHNaiiH ocTaes
cnepa — TpyaHo Moxe fa bbae
W3TpUTa 33BMHarK.

3AMOMHETE!

- Folale i le)

BesonacHoTo oHnaiiH noseseHne * i.
TO HU faBa CroKoiicTB1E U CUrypHOCT,
3a [1a ce BB3NON38aMe OT NpeAMMCTBaTa

Vipopmupaii ce

BbJIN YMEH. 6bAU CUTYPEH. 6b/IN OTTOBOPEH.

@ :a

Nasnce  Yeaxasaii apyrvre

He orpaHuyaBa csobopara Hu —

Ha AMruTanHua ceat!

| ToBa e KNIoWbT KbM CUrYPHOTO U MO3UTUBHO OHNAiH MpexuBsBaHe!

&

MPAKTUHEH HABUK

Mpeav 4 CNOAGNYLI HEWO OKHNaIAH, MW 3a MUT: Ge3onacHo K e,
HEOBXOLUMO /1A € U YBAXMTENHO /in €7

BDBPOC 3A PA3MUCDHI

Kar ucrute, ko ca waik-ronewie
NpeAMIBAKATNCTEA B MHTEPHET M Kak
MoeM £ ce cnpasim C TX?

LNMUTANEH HAPBYHMK 3A BE3OMACHO OHJIAVH MOBEAEHWE

Moxe fa Bbaere oBinKaaHy, 3aniawsaHu

[leifcTeaii orosopHo

0




image5.png
[MABA

OCHOBHW MPABUIIA
3A BE3OMACHOCT B MHTEPHET

MpocTn npaeuna - ronama sawmral 4

OHnaiH cpefiaTa e YacT OT HawweTo exeHesue. CnassaHeTo Ha
OCHOBHM MPaBINa HY OMara Aa Ce MPEANa3vM OT PUCKOBE 1 Aa ce
NON3BaMe OT BCUUKY BB3MOKHOCTY Ha MHTEPHET o BesonaceH

V1 OTTOBOPEH HauMH,

10 OCHOBH!

® © 6 ©¢ 6 6 6 o o
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TPABWJTA 3A BE30MACHO OHJIAWH MOBELEHVE

He criogensii nuuky AanHw.

He ny6nkysait uMeTo cv, azipeca, Tenedioma, yMMTMILETO, CHAMKA,
GPOM WM APYTa MNHA UHGOPMALIS.

Wanon3sait cunkm naponi.

Cu3gasait M1apoNA, KOMTO Ca /I, TPYAHM 3a OTTATBaHE W Paa KA
3a BCAKa cucTeMa. He r cnonensii ¢ HKoro.

He oTBapsit CbMHUTENHN IMHKOBE W NPUKaYeHN painose.
Te MOraT A2 CHABPXAT BUPYCH WM A3 Te OTBEAAT 40 GanLVBN caiiTose.

He pasrosapsii ¢ HenosHaTi oHnaiiH.
He npuemai 3aREKu 32 NPUATENCTRO 1 He 0BLLYBal C X0pa,
KOUTO He MI03HABALL B PEaNHi XUEOT.

MposepsBait uHdopMaumsTa.
He BCKo, KOETO HeTem B UHTEpHeT, e BApHO. Mposeprsat
M3TOHMUMTE, IPEaV Aa CTIORENUL VM NOBAPBaLL.

Bbav niobeseH u yBaXKuteneH.
OTHacsii ce ¢ ApyrUTe Taka, KAKTO WCKALL Te A3 Ce OTHACAT C Teb.
He M3ON3Ba1t O6MAHM AYMH U He HAaHFBa/i HWKOTO.

He ny6uKyBait 4y cHUMKv Ge3 paspeLueme.
Yeaagaii NM4HOTO NPOCTPEHCTEO U MPABOTO Ha ApYTHTe.

W3anon3asaii 3awuTenu caiitose.

Mposeprgait RNV agpectT Ha caiira aanousa c hitps://
WIMA CHMBON Ha KaTAHaP.

(06HOBsBal YCTPOICTBATa U NPOrpaMuTe CU.
AKTyanusauuvTe NONPaBAT rpewku W 3aTBapAT BpaTH,
KOMTO MOraT Aa Ce U3NON38aT OT 370HaMepeHN XOpa.

Tpy NPO6NeM NOTLPCY MOMOLL OT BL3PaCTeH.
AKO HELLO Te MPHTECHBa 1WA Ce HYBCTALL 33CTPaLLIEH/a OHNaiiH,
FOBODU C PORUTEN, ySWTen WM APy BL3PACTEH, Ha KOFOTO UMalls AOBEpHE.

o)

W3TPATY [IOBPM HABMLIV OLLIE IHEC!
Taka uHTepHeT e 6bae TeoETO Gesonacko

v nong

W 3abasnenvie.

BET MUWUHU NPABUNO

CIIPY + MIPOBEPMA « NOMICAA «

[DEVACTBAR

3HO MACTO 33 yuere, o6uLyBaHe

®
e
®
@
0

3JIATHU NMPABUNTA

Miucau npeay Aa KmkHeLw!
Ao He e curypeH -
MpoBepY W nonvTaik

3awwrasait cebe cu
v ceouTe npusiTenm!

He ywacrsait 8 Topmo3
W He ro NoAM1HaBai.

Bbav BUAMM, He HanBeH!
[losepsisaii ce Ha xopara,

HO Nasu nuaTa ci
nHbOpMaLms.

TexHonoruue ca TBosT
noMoLHmK!

W3nonseait rv 3a yuene,
TBOPYECTBO M AOGPY Aena.

TeosTa curypHoct e

B TBOWTE puUe!

Cnassaii npasunata avec,
32 713 CV 3aWMTeH yTpe.

MPUMEP 0T )XMBOTA
Moy e cuobiuenme or Henoswar,
\oiTo T nperara Harpaga.

Karso we Hanpasmu?

A) e oraopa ke,

) L ro wwopApaw n e kaxa

va enapacren.

)W orrosops ¢ nvue ct e,

(Bepex oTrosop: B)

AUIUTANEH HAPBYHUK 3A BE30MACHO OHJTAWH MOBEAEHWE





